Although realistic simulations can provide valuable experience for the student learning control theory, the importance of actual laboratory experiments cannot be understated. Real experiments bring with them valuable lessons on the effects of noise, control constraints, nonlinear effects, and time-varying parameters on control system performance. Visual feedback is also important.
2 education have been restricted to course content delivery and testing (see [1] [2] [3] ) or virtual laboratories [4] . There have been relatively few real-time laboratories (see [5] ), even fewer process control laboratories, accessible over the public Internet, due to concerns about bandwidth requirements, quality of network service, robustness, safety, and security. The real-time laboratories often rely on proprietary solutions and tend to be somewhat inflexible. Our objective is to address some of these concerns, and help others who are engaged in similar effort. Most universities today have reliable broadband connections so that real-time Internet-mediated control is feasible. Such a facility will also allow expensive physical hardware to be shared among different institutions and permit collaborative teaching and research [6] . Advances in networking and improving hardware speeds have led to increasing research in real-time control over the Internet [7] , [8] .
The University of Tennessee at Chattanooga has an online process control laboratory at http://chem.engr.utc.edu [9] . This facility allows parameter changes to the controller from a fixed client interface. The implementations described in this article are based on the client-server paradigm whereby the client is a MATLAB ® /Simulink ® interface that allows the student to easily configure (unlike a rigid proprietary user interface) various control structures and watch the performance in real time. The Simulink drag-and-drop graphical user interface (GUI) is fairly intuitive, and provides greater flexibility for control system design and testing. Its block-diagram notation enables one-to-one correspondence between classroom material and laboratory exercises. The pedagogic benefits of such an implementation have been discussed in detail elsewhere [10] , [11] .
3

Description of the Experiments
A heat exchanger experiment ( Fig. 1 ) and a mixing tank experiment (Fig. 2 ) are accessible in real-time over the Internet in the Digital Process Control Laboratory at Washington University. 
Hardware and Software
Pentium ® -III Windows 98 computers function as servers that also collect measurements and implement control actions. The servers make use of drivers supplied by the manufacturer to access the data acquisition (DAQ) boards. The client programs have been written as dynamically linked libraries (DLLs) for MATLAB (Fig. 3) . We have used conventional hardware instead of Internet-enabled hardware, and relied on generic and transparent network socket programming to establish connectivity. The details about the software are beyond the scope of this article, but socket programming is well-established, and standard libraries are available for most programming languages (see [12] , and [13] for detailed information on computer networks and socket programming). This architecture can be easily duplicated across different computing/networking hardware or operating systems. Several vendors such as National
Instruments now have Internet-ready DAQ systems, but these are fairly proprietary in nature.
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The server program is started first, is "always on," and listens for connection requests at a predefined port. The client initiates the connection. Once the connection has been set up, the client can request to read/write data from/to a specific channel (corresponding to a particular hardware device such as a thermocouple or a control valve). Upon receipt of such a request, the server communicates with the data acquisition board through the drivers and transmits the data to the client ( Table 2 ). As only data is transmitted back and forth, the bandwidth requirement is minimal. The topmost layer (with which the user interacts) in our case is a Simulink interface.
The MATLAB DLLs transparently handle the functionality of the necessary middleware and pass on the processed information to the Simulink layer, where user-level activities take place. A Simulink S-function block [14] communicates with the DLLs to deliver real-time experimental measurements to the user and control action commands to the process. The S-function block is encapsulated within a Simulink subsystem block that has the manipulated variables as inputs and outputs the measured variables (Figs. 4 and 5) and represents the remote process. Essentially, the user sees the entire Internet connection, the hardware, and the interface software as a single
Simulink block with measurements as its outputs and control actions as its inputs.
A discrete self-tuning PID controller has also been designed ( Fig. 5 ) that automatically performs identification and tuning for first-order plus dead time (FOPDT) and integrating processes.
Additional MATLAB graphical user interface (GUI) programs are provided for control system synthesis. MODELBUILDER is a program to build FOPDT models from identification test data.
PIDTUNER is a program for tuning PID controllers for FOPDT and integrating processes using well-known correlations. This way, the user can choose to perform identification tests manually, 5 build a process model using MODELBUILDER, and use PIDTUNER to interactively design a PID controller, before actual implementation on the real process.
Remote Control Configuration Interface
One reason we chose the Simulink interface is the rich variety of tools available with the Simulink GUI. An important concept we want the students to learn is the design of multiloop control configurations (after the student has mastered the basic SISO/PID control systems design and tuning). A good way to get students motivated to think about the control system Having an easy-to-use GUI for control system design and testing is important. Blocks such as PID controller, set high-low select switches, and model predictive control (MPC) blocks for multi-variable control make it possible to assemble practical, ready to test control systems with minimal effort. Because the controller resides in the remote user location, the user can make changes to both its structure and parameters rapidly and evaluate the effect of the changes. This is a major advantage over a fixed control configuration system located on the server side. See Table 3 for a comparison of the two approaches. Fig. 6 shows a simple feedback/feedforward control of the hot outlet temperature for the heat exchanger. We devised a simple application layer protocol that uses Transfer Control Protocol (TCP) at the transport layer and Internet Protocol (IP) at the network layer [12] for communication between the client and the server. Each data packet sent from the server (experiment) contains the measurements, corresponding time-stamps, and error codes if any. Similarly, each data packet from the client contains the controller outputs. This way, the application layer protocol ensures a stable and robust connection. We used the somewhat slow TCP for its reliable packet delivery mechanism (no data packet loss) and for ease of development. We expect that Real Time Protocol (RTP) and User Datagram Protocol (UDP) may perform even better for real-time systems [12] where speed is critical. To prevent unauthorized access to the facility, a user-identification scheme and domain-based access restrictions have been implemented. In addition, all connections are logged, and no connection is allowed to idle indefinitely. If necessary, a super-user can manually override and terminate access. We are constrained by the shared hardware to allow only one user to control the process at a time; however, multiple users can monitor the process simultaneously, as within a classroom setting. If for some reason a connection is broken, the systems are programmed to safely shut down.
The processes use only air and water and are thus intrinsically safe. The only safety hazard for the heat exchanger is the heater on the heated water line. A safety interlock switch on the heater prevents it from turning on if the temperature exceeds a preset limit. Similarly, the heater does not turn on if there is no water flow. Additional solenoid valves on the lines allow the server to shut down the process if the remote program is abnormally terminated. On the mixing tank, there is an overflow line in case the tank is filled beyond its capacity.
Measurements of the telecommunication delays over the Internet showed them to be on the order of few milliseconds [12] , whereas the time scales involved in the laboratory-scale processes are on the order of several seconds and minutes. In particular, there is negligible delay over fast campus networks, such as when students access the process from their dorms. The application layer protocol for client-server communication is fairly compact and has little overhead of its own. As a result, we did not encounter any adverse effect of communication delays on the performance of the control systems. Except for fast local regulatory loops (e.g., control of flow rate in a pipeline through a flow measurement and a control valve on the same line) when using a slow modem link, Internet delays should have no effect on most chemical processes that have 8 largely slow dynamics. Our recent work [17] has experimental observations and a detailed discussion of the effects of communication delays on networked control systems.
While the mixing tank was an existing setup, the heat-exchanger was designed and built with Internet accessibility in mind. A simulation model of the heat exchanger formed the starting point for the design. After the heat exchanger was built, instrumented and connected to the DAQ system, we expended some time in start-up troubleshooting and modifications. We estimate that the effort in enabling remote access for this facility (learning, development, debugging, and troubleshooting start-up) to be a few man-weeks.
Pedagogical Issues: Real vs. Virtual Experiments
Although a remotely accessible experimental facility has its benefits, there are certain drawbacks as well. The remote user is not exposed to the full range of operational experience, and it is not identical to operating the experiment "hands-on." Even though the measurements received by the user retain all the characteristics (such as outliers and noise) of a real laboratory experiment, the remote access is at the cost of certain sensory perceptions-sight, sound, and touch-all of which contribute to the learning experience. Live audio/video transmissions help in addressing some of these concerns. We have used a computer camera and a microphone to deliver live audio and video with Microsoft Netmeeting ® (Fig. 9) during demonstrations over the campus network, but a more flexible and scalable solution is desirable. On the other hand, the experience gained by the remote user is not much different from that of operators controlling a plant from the confines of the control room via a distributed control system. Further studies on the effect of these issues on the learning experience are desirable.
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A legitimate question to ask is if it matters from a pedagogic perspective whether a student is running a real or virtual experiment if the hardware is located remotely. We believe strongly that having a real experiment at the other end makes a difference in the learning experience. Reality forces the student to work at the pace of the actual setup. You cannot simply start and stop at will. It forces them to realize that it takes time for a system to settle down and that one must logically think through the sequence of events before conducting an experiment. The random nature of the real-world disturbances also require careful planning during the execution of identification and other tests. It is important for the student to run the experiment locally at least once to get a visual and auditory feel for the unit so that they can relate the screen image to the actual setup when running it remotely. Finally, the importance of the learning reinforcement that occurs when students successfully implement a control strategy cannot be overlooked.
Overall, the laboratory modules were well received by faculty and students during campus demonstrations. The students found them easy to use since the remotely accessible experiments used the same Simulink GUI interface as the earlier, locally accessible experiments. The remote accessibility necessitated certain interesting changes. Dyes had to be introduced into the mixing tank so that the water level was clearly visible. The laboratory lights had to be left on all the time to enable the students to remotely view the experimental setups through the computer camera.
Conclusion
As The Internet-mediated laboratory is expected to serve as a useful teaching aid in distance education. In the future, with the advent of networks such as Internet-II that offer quality-ofservice guarantees, it may be possible to eliminate all concerns about connection quality.
Multicast networks that are currently at an experimental level may be used to provide highquality audio and video transmission from the laboratory to the classroom. Tables   Table 1. List of variables (with corresponding symbols) used in the experiments Table 2 . Communication sequence for heat exchanger (steps 3 and 4 are repeated) 
List of Figures
List of
